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	Policy and Agreement

	Use of Biometric Identifiers and Information




The American Board of Radiology (ABR) is implementing the use of biometric scanning to ensure the identity of ABR Candidates and Diplomates in their interactions with the ABR. It is essential that colleagues, employers, credentialing bodies and most importantly patients are confident that those individuals who are certified by the ABR took their own examination.

This system will use palm vein scanning to identify each individual by using a near-infrared light to create a “vein map” of the individual’s palm. This data will be saved with other personal candidate and diplomate information in the ABR board office, including your photograph.

What will be collected:
· Palm vein scan
· Photograph 

How your personal data will be secured:
· The palm-vein scanners utilize a client specific encryption key to encrypt all collected palm-vein data.
· The private encryption key ensures that data collected by the ABR is only readable by the ABR system.
· All palm-vein data is stored on a private secured network in the client specific encrypted format.
· Access to the ABR networks where data is stored is controlled by user name / password combinations, and is limited to staff with “need to know” requirement.

Palm scan data will be destroyed either as soon as the purpose for the collection has been satisfied or three years after the ABR’s last interaction with the individual, whichever occurs first. The ABR will not sell, lease, trade, transfer or otherwise profit from an individual’s palm scan and/or photograph.

	Biometric Release Form

	
I hereby grant the American Board of Radiology permission to collect, store, and transmit my biometric data as outlined above. 

Name (print): ____________________________________________________________________________________

ABRID (if applicable): ______________________

Signature: ________________________________________________________     Date: _______________________
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